Cyber Thr‘"ea w 7
Adwsor‘y N/

\/

Fighting Ursa .

Threat Actor Malware



CATEGORY

Malware

SEVERITY

High

Platforms

Windows & Linux

IMPACT

Economic Espionage
Financial Loss

Damage to
International Relations
Espionage and
Intelligence Gathering

Description

| Fighting Ursa

Fighting Ursa, also known as APT28, Fancy Bear, and Sofacy, is a Russian state-
sponsored advanced persistent threat (APT) group. It can affect United States, United
Kingdom, Germany, France, Ukraine, Russia and Asia .They are highly skilled and
persistent, known for their use of spear phishing, malware, and other cyberespionage
techniques to target government organizations, media outlets, and political entities.
Their operations often aim to steal sensitive information, conduct surveillance, and

disrupt critical infrastructure.
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