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CATEGORY

Malware | Ransomware

SEVERITY

High

Platforms

Windows & Linux

IMPACT

Data Encryption
Financial Loss
Operational Disruption
Reputation Damage
Data Exfiltration
Network Spread
Recovery Costs

Legal and Regulatory
Consequences

Description

| RA World Ransomware

‘ RA World, formerly known as RA Group, is a notorious ransomware group
that emerged in April 2023. This group primarily targets high-value sectors such
as healthcare, financial services, and manufacturing in various countries,

including the United States, Germany, India, and Taiwan.

‘ RA World's attacks typically involve several stages to maximize their impact.
They begin by exploiting vulnerabilities in internet-facing servers to gain initial
access. Next, they engage in credential dumping and lateral movement within
the network using tools like PsExec and Impacket. Often, their attacks involve
modifying Group Policy Objects (GPOs) to deploy malicious payloads across

multiple machines, ensuring persistence and extensive reach within the victim's

network.
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