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 Platforms 

Windows, Linux,  Cloud 
Environments,  Web Applications, 

EDR 
  

IMPACT 

 

            SEVERITY 

High 

          CATEGORY 

Criminal Threat Actor 

 

Description 

JUMPY PISCES 

 

Jumpy Pisces, a North Korean state-sponsored threat group associated with the 

Reconnaissance General Bureau of the Korean People's Army, has recently altered its strategies 

by forming an alliance with the Play ransomware group, also known as Fiddling Scorpius. This 

development marks a significant first for Jumpy Pisces, as it utilizes established ransomware 

infrastructure, potentially acting as either an initial access broker or an affiliate of Play. Previously 

focused on cyberespionage and financial crimes, Jumpy Pisces has faced indictment from the 

U.S. Justice Department for deploying custom ransomware like Maui. This new emphasis on 

ransomware indicates a notable shift in their operations, pointing to a deeper involvement in the 

wider ransomware ecosystem. 

 

 In a recent incident, Jumpy Pisces gained access through a compromised user account, 

enabling them to conduct lateral movement and maintain persistence using tools such as Sliver 

and DTrack. Their presence in the network lasted from May to September 2024, culminating in 

the deployment of Play ransomware following credential harvesting and the removal of endpoint 

detection and response (EDR) solutions. This partnership reflects a troubling trend where North 

Korean threat groups are increasingly engaging in ransomware activities, which could lead to 

more extensive and damaging attacks on a global scale. Consequently, cybersecurity 

professionals should consider Jumpy Pisces’s activities as indicators of potential ransomware 

threats and bolster their defenses against these evolving tactics. 

 

 

 

 

  

 

 

 

 Operational Disruption 

 Data Breaches  

 Economic and 
Reputational Damage 

 



 

Figure 1 Event sequence summary 
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Incident Response Planning: Establish a clear plan detailing how to detect and respond to ransomware incidents. 

Preventive Measures: Educate users on security best practices and implement multi-factor authentication to reduce risk. 

Network and System Hardening: Regularly update systems, apply patches, and disable unnecessary services to close 
vulnerabilities. 

Monitoring and Detection: Use SIEM tools for continuous monitoring to detect unusual activities early. 

Data Backup and Recovery: Maintain secure, regularly tested backups of critical data to facilitate quick recovery. 

Incident Containment and Eradication: Isolate affected systems and conduct forensic analysis to understand and eliminate 
threats. 

Communication and Reporting: Keep stakeholders informed and report incidents to law enforcement as necessary. 

Post-Incident Review: Analyze the incident to identify lessons learned and update security measures accordingly. 
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