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 Platforms 

Windows, Linux 
 

 

IMPACT 

 

            SEVERITY 

High 

          CATEGORY 

Malware 

 

Description 

PhantomCore  

 

 PhantomCore, a cyber threat group, is currently active in Pakistan and the 

broader Asian region, where it deploys PhantomRAT, a remote access trojan, 

through phishing emails. These emails, which look legitimate and often use 

official logos, include a password-protected RAR file as an attachment. The 

archive leverages a vulnerability (CVE-2023-38831) in older versions of WinRAR, 

causing a hidden .NET executable to run when the victim attempts to open an 

innocuous-looking PDF file. This executable installs PhantomRAT, granting 

attackers extensive control over the system for actions like file theft, credential 

harvesting, activity monitoring, and remote command execution. While similar 

RAR-based attack strategies have been seen in other groups, PhantomCore’s 

exact origins remain uncertain, with limited visibility in some regional networks. 

 

 

 

 

  

 

 

 

 Operational Disruption 

 Data Breaches  

 Economic and 
Reputational Damage 

 



 

 

Kill Chain 
 

 

Figure 1 Kill Chain 
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Indicator of Compromise 
 



 

 

 

 

 

 

 

 

 

 

1. User Awareness and Training 

Train employees to recognize phishing tactics and handle suspicious emails cautiously. 

2. Update and Patch Management 

Regularly update software, especially tools like WinRAR, to close vulnerabilities. 

3. Email Security Controls 

Use email filtering to block phishing attempts and malicious attachments. 

4. Endpoint Detection and Response (EDR) 

Deploy EDR solutions to detect and respond to malicious activity on endpoints. 

5. File Integrity Monitoring 

Monitor critical files for unexpected changes that could indicate malware activity. 

6. Restrict Privileges 

Limit user permissions to reduce the impact of malware if it executes. 

7. Network Security Measures 

Use firewalls and IDS/IPS to detect and block suspicious network traffic. 

8. Monitoring and Logging 

Regularly review logs for signs of phishing, unauthorized downloads, or abnormal traffic. 

9. Incident Response Plan 

Establish and test a response plan for quick containment and recovery from attacks. 

10. Backup and Recovery 

Keep regular, offline backups to ensure data can be restored if compromised. 

 

 

  Remediation  



         

    Get Started Today 

 

Secure your byte world 

 

For more information about the ThreatCure ShieldOps Platform 

or to schedule a demo, please contact:  

• Website: www.threatcure.net 

• Email: info@threatcure.net 

• Phone: +123-456-7890 
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