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 Platforms 

Windows & Linux 
 

 

IMPACT 

 

            SEVERITY 

High 

          CATEGORY 

Malware 

 

Description 

 Interlock Ransomware 

 
 

 Interlock is an advanced ransomware threat first identified in September 2024, 

targeting large enterprises through double extortion and high-value compromise 

tactics. Unlike traditional Ransomware-as-a-Service (RaaS) models, Interlock operates 

as a closed group, and no signs of affiliate recruitment have been detected as of March 

2025. Victim data is exposed on a leak portal named “Worldwide Secrets Blog”, often 

with negotiation channels included. 

 THREAT OVERVIEW 

     Initial Access 

• Delivered via compromised websites, attackers push fake updates resembling 

Chrome or Edge installers. 

• In early 2025, the group shifted to impersonating antivirus and VPN installers 

(e.g., FortiClient, AnyConnect) to increase success rates. 

• Fake installers rely on PyInstaller and embed a PowerShell-based backdoor to 

maintain control. 

      ClickFix – Social Engineering Variant 

• A novel technique observed involves fake CAPTCHAs or browser error pages 

encouraging victims to run commands via “Run” prompts or clipboard pasting. 

• These user-triggered PowerShell scripts bypass many automated detection 

systems and lead to full system compromise. 

 

 

 

 

 

 

 

  

 

 

 

• Data Theft and 
Espionage 

• Inhibit System Recovery 

• Gain Access 
 



 

 

Indicator of Compromise 
 

 

  MD5 

bf70fb955bf138a71be3018a6a03c347 

8bf60bab86b0f501aecd48308b1d2c18 

451886c420f85eba28c3a3cd477c7ab7 

1ec0fd382727a099214801b0734ab7a2 

73d71362933a62e3382560e041016477 

b279f213971aa11b9de648bce28dec02 

f37c40f02c39d37c30606ef98f9552ca 

c5e583edaa38d42ac6d84868b0792eee 

3104efb23ea174ac5eda9f5fd0e8c077 

f7f679420671b7e18677831d4d276277 

 

  SHA-256 

576d07cc8919c68914bf08663e0afd00d9f9fbf5263b5cccbded5d373905a296 

f962e15c6efebb3c29fe399bb168066042b616affddd83f72570c979184ec55c 

09793a85d372f044fe53c4b47c47049c6bc13d1141334727800b2e32e6d92342 

dee5915b76dd3bae3d3cedc0c1d1b055daab5852cba4868c92eb88b9a84a0b00 

5c697162527a468a52c9e7b7dc3257dae4ae5142db62257753969d47f1db533e 

eb587b2603dfc14b420865bb862fc905cb85fe7b4b5a781a19929fc2da88eb34 

1105a3050e6c842fb9411d4f21fd6fdb119861c15f7743e244180a4e64b19b83 

5cbc2ae758043bb58664c28f32136e9cada50a8dc36c69670ddef0a3ef6757d8 

4a97599ff5823166112d9221d0e824af7896f6ca40cd3948ec129533787a3ea9 

a26f0a2da63a838161a7d335aaa5e4b314a232acc15dcabdb6f6dbec63cda642 

 

  URLs 

• https://microsoft-msteams.com/additional-check.html 

• https://microstteams.com/additional-check.html 

• https://advanceipscaner.com/additional-check.html 

• https://ecologilives.com/additional-check.html 

 



  

 

• Regularly update all systems and software to patch known vulnerabilities. 

• Maintain regular backups of critical data and store them offline to prevent ransomware encryption. 

• Conduct regular security assessments and penetration testing to identify and mitigate vulnerabilities. 

• Block all known threat indicators and search for indicators of compromise (IOCs) within your 

environment. 

• Educate employees about phishing and social engineering tactics to reduce the risk of credential theft. 

 

  Remediation  

Indicator of Compromise 
 

 

  SHA-1 

9336064f299c05ee8e66c54bb6f3a97304c4b804 

79fbf19fd5624b7a3dc8e182d9944d6ddb167188 

c9afa10c847371831cdeb60a4161099e85f04d2b 

4ed5f0174326c083ac179de9fc8005ffc4540b35 

b54219bb6016c3e23a6e02d7e33d384fa99d1e50 

2ff5003ec4ab5e937ab47eefc0deea2855451886 

8a9aa3370c3680e63fb2da306902ad1cbfdf6f54 

547d08371f46a7a82708f02b36b8c00e00aa98a1 

d5891134109b9c3f8ec0050465f7325c26f0793e 

1cb6a93e6d2d86d3479a1ea59f7d5b258f1c5c53 



         

    Get Started Today 

 

Secure your byte world 

 

 

 

 

For more information about the ThreatCure ShieldOps Platform 

or to schedule a demo, please contact:  

• Website: www.threatcure.net 

• Email: info@threatcure.net 

• Phone: +123-456-7890 
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