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CATEGORY

Malware

SEVERITY

High

Platforms

Windows & Linux

IMPACT

Intellectual Property
Theft

Economic Losses
National Security Risks
Operational Disruption
Reputation Damage
Increased Cybersecurity
Costs

Data Privacy Violations

Description

EMISSARY PANDA

‘ Emissary Panda hit again almost 20 countries affected by this threat actor on
this year 2024. Threat Group-3390, also known as Emissary Panda, is a China-
based threat group active since at least 2010, extensively using strategic web
compromises to target victims. This group focuses on collecting data from
foreign embassies and targets various sectors including aerospace,
government, defense, technology, energy, and manufacturing. Emissary Panda
overlaps with other threat actors such as Turbine Panda, APT 26, Shell Crew,
WebMasters, KungFu Kittens, and possibly UNC215, and has collaborated with
TA428 in operations like StealthyTrident.

‘ Emissary Panda exploiting CVE-2019-0604 in Microsoft SharePoint to install
webshells on government servers in two Middle Eastern countries. They used
these webshells for credential dumping, network pivoting, and exploiting CVE-
2017-0144 (linked to WannaCry). This aligns with alerts from Saudi Arabian and

Canadian cyber security centers. The group also employed DLL sideloading and

the China Chopper webshell.




SHA-256

364400f373603c04125d7e5a5abb44a555be167ea8acecf23a833312a70dc4fa
a4al0c2ce4f2edb368c8a23e0d29deb6a1c943920da32bd0ba7a9097778145a6
14290527167110848231ed93f633d2d0a00b9736ccab663894f61cfbbaaca7bd0
9be33e6cbd1226e74983¢7758aa947831e016c98b2c5b7969e0e4120532e5114
dbfbae7c36e6a82711a88971fb03fc57272f465151a21f4ec97419f030e24e3e
a7394cle0ab2ab63b421bbf4cf363a7686b8bf057ac89b3236833dff48f6dcbb
dca2ee9357ace83a06f189c757af264eec68659e298a19278ba04423fd2870c7
854f6023115212d2af6bf6303435¢539b36251e0df61f5a270e057d9ee22a45e
8f25d6cbda0a9d000c30250eb626efadad85ef57634838a41falc8aal8ce9ac8
b2baeb751b686b9b50046a30c1f4578222cel1f32cd2acaba2c1974d26b7c6ad
be59ba93d17d92b2d90bd54dc20685aba3e6154c79e62ac9ch979273bbb8eb7e
44dc3fafeca316d217bleb9f4203bfc59b9cf58d65e490ba5a544a6639947377
6772a268fe35e0ffc0e67da0c81d0e9dac0cd87f3751fe90df711a39dcbb922d
3047d5c22a245d1e4294fcd547ec5fb0f2e5ef030b764424acc74e7744fbe32e
59f4d42056bc43960c2b052fa9d615ad6e654c8aaldfe3703342375523ba8eas
44dc3f4feca316d217b1eb9f4203bfc59b9cf58d65e490ba5a544a6639947377
6772a268fe35e0ffc0e67da0c81d0eSdac0cd87f3751fe90df711a39dcbb922d
8f25d6cbda0a9d000c30250eb626efadad85ef57634838a41falc8aal8ce9ac8
9be33e6cbd1226e74983¢77582a947831e016c98b2c5b7969e0e4120532e5114
dc7ada5c6341e98bc41182a5698527b1649¢c4e80924ba0405f1b94356f63ff31
e658fe6d3bd685f41eb0527432099ee01075bfdb523ef5aa3e5ebd42221c8494

6772a268fe35e0ffc0e67da0c81d0e9dac0cd87f3751fe90df711a39dcbb922d
8f25d6cbda0a9d000c30250eb626efadad85ef57634838a41falc8aa08ce9acs
9be33e6chd1226e74983c7758aa947831e016c98b2c5b7969e0e4120532e5114
lee0ff6d3d73df2052c8b426051d3e69dab5e7f27d856de81c72c850127dced?2
dc7ada5c6341e98bc41182a5698527b1649c4e80924ba0405f1b94356f63ff31
e658fe6d3bd685f41eb0527432099ee01075bfdb523ef5aa3e5ebd42221c8494
3047d5c22a245d1e4294fcd547ec5fb0f2e5ef030b764424acc74e7744fbe32e
5¢3257b277f160109071e7e716040e67657341d8c42aa68d9afafe1630fcc53e
138aa7db51c362a7a58c321448b38658aef446dd742e9852ffb00ad5b2db2dc2
195673d4955533455413fdb62390ebe75bf1b752a3646adb24be57667d07c937
4085a5f9f2a98d1ece311f5efabbd8a75b838c3d7ec75558fa2a839951b02616
46fe7689574a08991896991cec0433efd2520d479940989684046f606ae9038f
6b94aa0a43c94342d4a794f1a28db0bfca30d0d7809de3c891b1b6f022fda825
6cd90b44660b591058de76b31b8ce54a04b95fd3b6a9db4b35e44736ab8b4bbl
a552b58bfd26ced40e97acc7eefe9el332cfc30b9b37ed339e2b15f9d2f286d43
a8f83b8bad7ae277311189a9b955d388039578f0f430200c8a807aedfaf8a7cf
c644ad27736b4f1e4b082b3be0951f4326221c40a6f43631a3d9ad9d912642d3
1e0905017edd41c2b0dd5ba722fdcf7cc08bf5c44f49b659474e834936f95145
lee0ff6d3d73df2052c8b426051d3e69dab5e7f27d856de81c72c850127dced?2
40288de7a3ec34811fc9e3f95e094f7d456adab68b7be01e02a720a869e80bed3
4521379677fdc5542079a8f31a406b7c32b3ce0a8dfc575118690414362215d6



INndicator of compromise




Indicator of compromise
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@ +1(832) 271 2738

@ info@threatcure.net

@ https://threatcure.net/
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