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Threat Actor
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CATEGORY

Ransomware

SEVERITY

High

Platforms

Windows & Linux

IMPACT

Data Breaches

Financial Losses
Disruptions and Downtime
Reputational Damage

Description

| Hunters

‘ In 2024, Hunters International, a RaaS group that emerged in late 2023, has
conducted ransomware attacks in nearly 20 countries. Notably, their code
shows significant overlap with the Hive strain, disrupted by law enforcement
earlier in 2023, suggesting a possible evolution or offshoot of the Hive group.
Employing a dual strategy, they encrypt critical data on compromised systems
and exfiltrate it for additional extortion by threatening to leak the stolen data
on the dark web. This tactic pressures victims into paying for decryption and to
prevent exposure of sensitive information. While the origins of Hunters
International are unclear, some speculate a Russian connection based on
domain registration patterns, though inconsistencies in their communication
emails cast doubt on this theory. This group poses a significant threat to

various sectors, evidenced by their targeting of healthcare institutions and

major corporations.
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