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RansomHub

‘ Threat Actor '
Ransomware




CATEGORY

Malware | Ransomware

SEVERITY

High

Platforms

Windows & Linux

IMPACT

Financial Losses

Data Loss and Disruption
Reputational Damage

Legal and Regulatory Issues
Psychological Impact

Description

| RansomHub

‘ RansomHub's criminal activity in 2024 has spanned across a vast geographic
area, impacting organizations in at least 17 countries.RansomHub, a recently
identified cyber-crime operation, appears to be a rebrand of the Knight
Ransomware gang. Their activities involve data theft from institutions such as
Christie’s auction house, US broadband telco Frontier Communications, and
Change Healthcare. RansomHub exploits the ZeroLogon vulnerability (CVE-
2020-1472) to gain unauthorized access to victims’ IT environments. Notably,
their code exhibits significant overlap with Knight’s, making differentiation

challenging. If you encounter RansomHub, | recommend seeking professional

assistance for removal and decryption options.




Indicator of compromise




] VAN

eec3a55b1599eeel6a47954e1bb230ec99db5f96
bd886d47719d0881fcd7001713169215996f530f
a7ca950c6dadd02ab8fafdba8f984266fc2f9b7c
06156f7e42dc18f36c64855edb8adbb892cac0cO
63c31bcda20194821d142a0ed131eb32649aa32e
82793d93d987abb357809f069420d17a25a59f26
261535¢c91df592071adb5cdbf255566c9ce019dc
ada3a90f022fbdaee50245ecdaab6e5756d18d0d
63c31bcda20194821d142a0ed131eb32649aa32e
5f27d44bfdd918e17605cdef3883c8070325cdfb
b67b17b8930c872da4347be931fb9b27c624f0cb
ee682488fe843d8bb826854d23b2cea73fad4969
c2f6ce083fe3850f082719026486160ea266e6a8
e9aade6c514ee951665a7cd6f0b4adc49146241d

\Y|B !

3034b61a52ddc30eabdb96f49334453b
aldd2dff2859b22bcf6a3a4d868a2dbc
0cd4b7a48220b565eb7bd59f172ea278
392880023da7df0f504056be9e58d141
bd1lefe953875f35cc8b787c0980e8a75
cfb2286b45544fdb23569f59c02e3d58
19209b41db4a3d67e2c2¢1962d91bd25
8c8916d8ea8c44e383d55e919a9f989f
bd1lefe953875f35cc8b787c0980e8a75
19ebefbbledcbOfc5ce21b954f52elbc
eaab6160cf4ed6b7d8d68eeb42c0362d5
ba8763fc59d73b28b070cb6eb393aa83
bbdcda77bfb86e861474617cc5c828f9
477293f80461713d51a98a24023d45e8
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@ +1(832) 271 2738

@ info@threatcure.net

@ https://threatcure.net/
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