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CATEGORY

Malware

SEVERITY

High

Platforms

Windows & Linux

IMPACT

Data Theft and Espionage
National Security
Implications

Economic Consequences
Supply Chain Risks
Reputation Damage
Mitigation Efforts

Description

| Tick

‘ Tick has globally impacted seven countries. The advanced persistent threat
group known as 'Tick' has been conducting cyber espionage campaigns
targeting organizations in the Republic of Korea and Japan over an extended
period. Their primary focus is on companies possessing intellectual property or
sensitive information, particularly those in the Defense and High-Tech sectors.
Tick employs a combination of custom malware, such as Daserf, Invader, 9002,
Minzen, NamelessHdoor, GhOstRAT Downloader, Custom GhOst, Datper, and
HomamDownloader, alongside various commodity and bespoke tools. They

exploit vulnerabilities and employ social engineering tactics.

‘ Tick previously used domains registered through privacy protection services
to keep their anonymity, but have moved to compromised websites in recent
attacks. With multiple tools and anonymous infrastructure, they are running
longstanding and persistent attack campaigns. We have observed that the

adversary has repeatedly attacked a high-profile target in Japan using multiple

malware families for the last three years.




Indicator of compromise
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