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CATEGORY

Malware

SEVERITY

High

Platforms

Windows

IMPACT

Espionage and Intelligence
Gathering

Infrastructure Disruption
National Security Threat
Economic and Operational Risks

Broader Security
Ecosystem Impact

Description

| Volt Typhoon

Volt Typhoon, a state-sponsored actor from China. Active since mid-2021, Volt
Typhoon has targeted critical infrastructure organizations in the United States and
has affected four countries. The targeted sectors include communications,
manufacturing, utilities, transportation, construction, maritime, government, IT,
and education, with a focus on espionage and long-term undetected access. Volt
Typhoon's campaign is aimed at post-compromise credential access and network
system discovery. Microsoft assesses with moderate confidence that the
campaign's objective is to develop capabilities to disrupt critical communications
infrastructure between the United States and Asia during future crises. The
observed behavior of Volt Typhoon aligns with Secureworks' identification of
BRONZE SILHOUETTE, which operates on behalf of the People’s Republic of China
(PRC) and targets U.S. government and defense organizations for intelligence
purposes, reflecting Chinese state-sponsored tradecraft. Given the significant
potential impact on customers and the broader security ecosystem, Microsoft
emphasizes the need for increased community awareness, thorough investigation,

and the implementation of protective measures.
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