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CATEGORY

Malware | Ransomware

SEVERITY

High

Platforms

Windows & Linux

IMPACT

Data Encryption
Financial Loss
Operational Disruption
Reputation Damage
Data Exfiltration
Network Spread
Recovery Costs

Legal and Regulatory
Consequences

Description

| Lockbit 3.0 Ransomware

‘ LockBit, also known as LockBit Black or Lockbit 3.0, is one of the largest
ransomware groups globally. It has orchestrated extensive cyberattacks across
various industries, impacting thousands of organizations worldwide with its
relentless and adaptive strategies. In 2022, LockBit was the most deployed
ransomware variant worldwide and continues to be prolific in 2024. Since
January 2020, affiliates using LockBit have attacked organizations of various
sizes across numerous critical infrastructure sectors, including financial
services, food and agriculture, education, energy, government and emergency

services, healthcare, manufacturing, and transportation.

‘ The LockBit ransomware operation functions as a Ransomware-as-a-Service
(RaaS) model, where affiliates are recruited to conduct ransomware attacks
using LockBit ransomware tools and infrastructure. Due to the large number of
unconnected affiliates involved, LockBit ransomware attacks exhibit significant
variability in observed tactics, techniques, and procedures (TTPs). This

variability in ransomware TTPs presents a notable challenge for organizations

striving to maintain network security and protect against ransomware threats.




SHA-256

917e115cc403e29b4388e0d175cbfac3e7e40cal742299fbdb353847db2de7c2
b9678789f2c5a55de90d91dabad03f1013fb77a984df35a0dd2cf333d1b3f820
blae7316e73ceebb1b429dd707387bfd12fd489c2af0ed1083895195e7baf119
a569df3c46f3816d006a40046dae0eb1bc3f9f1d4d3799703070390e195f6dd4
8f26069b6b49391f245b8551aa42ca4814c52e7f52d0343916f5262557bf5¢52
74efa0ce94f4285404108d3d19bf2ff64c7c3a1c85e9b59¢cf511b56f9d71dcO5
dc60d8b1eff66bfb91573c8f825695e27b0813a9891bd0541d9ff6a3ae7e8cf2
6dcc3af7c67403eaae3d5af2f057f0bb553d56ec746ff4ch7c03311e34343ebd
4540132def6dfabd181cabfle1689bede5ecfef6450b033fecbOaeblfelb3fe9
0da9661edle73a58bd1005187ad9251bcdeal317ca59565753d86¢ccf1e56927b8
6b9a14d4d9230e038ffd9e1f5fd0d3065ff0a78b52ab338644462864740c2241
e483cae34eble246c3dd4552b2e71614d4df53dc0bac06076442ffc7ac2e06b2
ca0423851ee2aa3013fe74666a965c2312e42d040dbfff86595eb530be3e963f
d6ac4f364b25365eb4a5636beffc836243743ecf7ef4ec391252119aed924cab
d665aea7899ad317baflb6e662f40a10d42045865f9eealab18993b50dd8942d
31d7d798d1cde0d978be8aece150160aa2ed4dadce9e5e85972dc2el15e8c8d03b
202853bdbebfce4d5c86493abd168d25f5557be039af8fce58eedad7250083ce
18aeff0a97dfd33b6f0664f43ecafd18511af559002072f680a4e5929a9c7e4f
13d576dde555a93f8e5ec567e61ad44cae663c83b9878bbed7fle37eed7fb9ee8
23b14288d49610a8eef61977b7fc49a963f1261fe29b1668b4443a04eaf493ch
e5d2e65fdcbf20894fbc525fdc15157c16ee8f936d433e27¢9266764a40d7a85
e05d89f9ab911a5dc7c18f1bae0f7030a2f1f158987551755¢c43638b917d9808
cbcf193959725222c09482cd5ff685b63c0abb564e6e07fa7f605bc3bcc2babe

0de42118dd0cd861beal3de097457ccb407aae901b14e0bec59b0abe660cdf1f
490625afadde3eac3b03dlca3e81afab07b5e748423319ee6e08f58c40d20250
ffe8dbb5865f5493872432f968c9a6183fdf7b79f62b17b5093af5028497ch33
01c5836655c6a4212676c78ec96c0acbb778a411e61a2dalf545ebadf784e980
957calae2bbb01a37d1108b314160716643933ec9ef9072a4c50c39b224662df
d06072f959d895f2fc9a57f44bf6357596c5¢3410e90dabe06b171161f37d690
80e8defa5377018b 093b5b90de0f2957f7062144c83a09a56bbalfe4eda932ce
d61af007f6c792b8fb6c677143b7d0e2533394e28c50737588e40da475c040ee
a56b41a6023f828cccaaefd70874571d169fdb8f683a75edd430fbd31a2c3f6e
0d38f8bf831f1dbbe9a058930127171f24c3df8dae81e6aab6c430a63cbe0509
d6e94871d7a9a9fd0629831915ccef9d87cfd3778da5e8edb95d90754b76e6c6
391a97a2febbeb675fe350eb3calbc3a995fda43d02a7a6046cd48f042052de5
c6cf5fd8f71abaf5645b8423f404183b3deal80b69080f53b9678500bab6f0de
ef3544a7f6356e7b1e9fc115a112305cef7697e0b0fa29a060d5755372b0d263
3c5¢10a4bc148784a86f8d994ad15efaldec6c7a671f1500c795f22a218e3e69
fd98e75b65d992e0ccc64e512ede3e78ch2e08ed28de755c2b192e0b7652c80a
€597c75c6b6b283e3b5c8caeee095d60902e7396536444b59513677a94667ff8
2c1dad3e59340259cda94ff6c86e598c65fe82delb66fbddfa2494169d89adaa
1lea0e878e276481a6faeaf016ec89231957b02cb55¢c3dd68f035b82e072e784b
22ee095fa9456f878cfaff8f2a4871ec550c4e9ee538975c1bbc7086¢cdel5ede
237d1bcabe056df5bb16a1216a434634109478f882d3b1d58344¢801d184f95d
37647fd7d25efcaea277cc0a5df5bcf502d32312d16809d4fd2b86eebcfelash
5¢5764049a7c82e868c9e93c99f996efdf90c7746ade49c12aa47644650bf6ch



SHA-256

cldadb7ed2a9ba97bd440dcfc18519da5887f473d9f635a0975d742fa3f80eeb
bb71d77ff7c7be3dc6957b08e57323092a43735df818b3150c41b8230c4d9bel
9322965adfal126aa09811ed703da19f588688a65a29bc8cf31612c7b2217fd47
8f3bb770ad8cafcabe4ebadf67ba79f353ddeedcaf30532e724bdeb15489df64
83ceab06cc5d6c671b6b100b6dc3b93786a103b1faf106ce21bdace02a8369fc
7a1fd70d092ebad80ba298e80147eddcd115194848591c2c23ded266a4881b6e
681ac78369f4d3688f67c3a363337e3eb855db248e92cff8a35e8abe6028ade5
52b43d0f11bca924e2ef8d7863309¢c337910f6a542bf990446b8cd3f87b0800e
3dd172bf8a7e2985f8387ffc4b6f2fc3ee05435b69a43d714d3137d9a5147127
388bbd8b592cebe4a0a32351969fe2e19e454af24ff6683524c71f74e0320ac0
1dab85cf02cf61de30fcda209c8daf15651d649f32996fb9293b71d2f9db46el
62ad0407a9cce34afb428dee972292d2aa23c78cbclad4627cb2e8b945195bc2
Oea0a41e404d59f1b342d46d32ac21fbf3a6e005fffbefl78e509eac2b55f307
18d87c514ff25f817eac613c5f2ad39b21b6e04b6dabdbe8291f04549da2c290
e8c48250cf7293c95d9af1fb830bb8a5aaf9cfb192d8697d2da729867935¢79364d0fc47fd77eb300942602a912ea9403960acd4f2ed33a8e325594bf700d65f
df0495d6e1cf50b0a24bb27a53525b317db9947b1208e95301bf72758a7fd78¢
f1e2f82d5f21fb8169131fedee6704696451f9e28a8705fca5c0dd6dad151d64
d3997576cb911671279f9723b1c9505a572e1c931d39fe6e579b47ed58582731
6d6134adfdf16c8ed9513aba40845b15bd314e085efldb6bd20040afd42e36e40
1f9944ccc4ch956c4eb81e76d51b3ch048b838f2f746e2017d4492abd5e9ed79
47d83461ee57031fd2814382fb526937a4cfa9a3eea7ad7ede7eel85c0602b27
cc13b5721f2ee6081c1244dd367a9de958353c29e32ea8b66e3b20b293fabc55
fa131238c3c35efe99cde59dd409c0436fd642b6bf5d56f994f52ab3ab2baede
€3401d7699cc5067620e43bd24e8ccd437832c16f2fa7d5baaad8c170383cc92
€594dc53d2bf4518632e9ca4308a11a0b10409f035554255bbdc7e3f577fe585
afd0c82318a32f3a82bbc8320e03e33ee84e3fb3c8ab4b3fe06a48fc37682dae
03b9ee39f5316efe71b0c915374da7d3d4b393ed402d4feb6b57cbc38ac60783b
0a492d89ea2c05b1724a58dd05b7c4751elffdd2eab3a2f6a7ebeb5bf3fddbfe
81b4a649a42a157facede979828095ccddcdfbcecd7e8a3156530e0c02e9625e
a0fdOceb95e775a48a95c00eab42fa5bb170f552005¢38812fd03ab4cc14932e
aa9f5edleede9aac6d07b0bal3b73185838b159006fa83ed45657d7f333a0efe
c47bfe3b3eccc86f87d2b6a38f0f39968f6147c2854f51f235454a54€2134265
2e0df44dd75dbdbd70f1a777178ad8a1867cf0738525508b6120ba21f4505f47
014a828cf73fcal09bd673b60b087e9da303f86dal33ebd4ca01c31c9b97d892
00e7ca041a2e82eb9cd2c61d38e5bad128e0568dc4326a06ad6a72bc5009d996
a89ebd7157336141eb14ed9084491cc5bdfce103b4db065e433dff47a1803731
a7dfb6bb7calc8271570ddcf81bb921cf4f222e6e190e5f420d4eleda0alclf2







] VAN

67275f726f320df71bbeed04804571cf9e73eb42
30a824aa97b286e0088b9191ced47e547¢1120921
56dddfda80d3eb6d6cd3f0531719cf9fac5abf4a
46660f562fe01b5df0elac03dd44b4cc8d2fa5f5
e83a7b6c0f756d1ab505fdb92f8c2707ecb6784¢e
461e4e6e8240cc43f4c19dc3dbb365575e06e259
0b7e0bc361ba5309e555820094433bddc8a73707
f28ee1fd1650faca08b710b6469bel14f7d18d68b
f3cfa3be452787c9cal653899c6f18f83fd2d820
3816f17052b28603855bde3e57db77a8455bdead
0b51765c175954c9e47¢39309e020bcb0f90b783
cb5ef82070d4fc7a55473b537590dc402750d0b4
24780657328783ef50ae0964b23288e68841a421
ba5fcbdbd5b71bfc52b8a824bd40c547a7223260
€5984f03c34d4792fb68d589a5fa5e80e46ae944
f25846f8cda8b0460el1db02babd3836ad3721f62
ad165a6b2bd5b56932657b96edffa851b5b00b15
dc6beb5019ee21ab207c146ece5080d00f20a103
adbc61e671875a5a63f3221b9e04d9295bc8e5be
9c3f46f24a2fc4dbab05abc0012197b1026a5bdf
70560aff35f1904f822e49d3316303877819eef8
213c548e0a5e3fefe37bb857f0f6€3230d29675c¢
7241eab7e06cf5152¢6503251cffb2ccccc3c8b5
308812900935c76b01b05a6929785c86640a7353

alb2b1c4995ba4665d4db71653037f3075e111fb
a089591a65546d9f25e769c7f22b0c61e1836223
af8f481f1992ae61d5c688625478e241264cc4fb
€603944aceb5c0885a8627de12f36b159bbf2f05
4669160ec356a8640cef92ddbaf7247d717a3efl
cb9beeaaed077170b085b0e92f8e3872dda2ee8b
8efadd5574a0c80733e9824ec146521385a68424
7fafa0794ed5687a4d85c5d868edf4e9ac0fcb87
124b04f28a87a780c8362663f47e8f6¢c11579aa5
86ec331da3b3ed7abc0ee108cb3cc36130b9b43d
0b9a82356134087c4bb62f78496b5461b9fcc572
9682a044b93e02f31b6c2c579e10a508ab9bf7ef
86ec331da3b3ed7abc0ee108cb3cc36130b9b43d
0b9a82356134087c4bb62f78496b5461b9fcc572
75f62f4d419b921bc081b5e8387665ac3cffd0d7
0dafc7f7a92951ad5b7f650b01b8d5ef03f18ae7
fa1063d4b00b4ffd9cc1411b653bce3blca8123f
adbe8eb29c5e442a8515ba9c63a62126427ada8e
ae007e61c16514a182d21ee4e802b7fcb07f3871
4b972d2e74a286€9663d25913610b409e713befd
42a63df081da09910535b2edc300e48a71fel3df
13bf754b44526a7a8b5b96cec0e482312¢c14838c¢
911584e1b90847e96e2c4434cefal6bd9e9dff70
7aebaddccfad29879bb904cf72ea055ed3521630



MD-5

c531d61231elbbded5a5f773973ab05a
93a4fdd473320d37ae59ed875632e4ef
801c13ee34009aa00a195fe75a577b85
35c¢34967d389c069ea5a70aaaddad290
098307aff90f076625a1616bd87d906d
574329a75d815cbd5a7331a02399dc9%e
edde1633579f5e1f0543140cfbfa50fb
550364af89288538a095df9fe4988bee
8ecf22eef5f008f8017f48adbd72dcal
afe012ed0d96abfe869b9e26ea375824
b0fd6015481f21321da77a910cdf6cel
c56b5f0201a3b3de53e561fe76912bfd
fb282263a6bee8b3d8864c0b41e7b6ed
fb354f3d703ad29439b9bb01e9a8d5dc
4e8f19da7c¢984434e4d718f45f6c9f4f
56bf47ebf4595ca4972af03332254d99
dd287eb11b2fo9f034115edaa7aa33b10
b9bf8efb56cb3398e5fa149863cbb749
af2b1882f7cc9c7ebbc7ff20e872c6d9
6e4f71e2c61fb671c6ade8c6f265928a
374d7be7c983cad4ddb82239c66c25548
951a7673b6ad24bfcbf086db0873c7f4
9413646e0b2c875420777060c63ae83e
5d85e9bd7b32de0958c404af2cfle756
fe025d0f649ab10b399efd628fa8df3e
€907b96b3a2773e8cd582e4019534188

a457d941f930f29840dc8219796e35bd
a21768190f3b9feae33aaef660cb7a83
f2e27b9475a522da99d577599222a32d
e3f89049dc5f0065ee4d780f8aef9c04
045ff7ed5a360b19dcc4c5bd9211d194
6c044bddd01118d311681a9b2d1dd627
ab3b45315e4054bf80adeale2646ff32
f4959e947cee62a3fa34d9¢191dd9351
48b74a60787e54387294ac125b7ed128
87b010bc90cd7dd776fb42ea5b3f85d3
55ab7e652976d25997875f678c935de7
82040e02a2c16b12957659e1356a5e19
ca52ef8f80a99a01e97dc8cf7d3f5487
851a0ba8fbb71710075bdfe6dcef92eb
f5a798d562d773921ce333dafb78ecdb
26a6a0c852677a193994e4a3ccc8c2eb
bd00ea0d160476fc35403a954714db46
57ec0f7cf124d1ae3b73e643a6acldad
€0a68b98992c1699876f818a22b5b907
b4a31fa229cd1074c5cbd1c84a01c6ae
159e8962c4646eb3ed7c7837f6143f47
7fdeb5fb041463416620cf9f446532e4
7792250c87624329163817277531a5ef
456373bc4955e0b6750e8791ab84f004
c0060c0741833af67121390922c44191
33cc3be935639f1e0d1d7483b8286d7c
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