
https://threatcure.net/ 

info@threatcure.net 

+1 (832) 271 2738 

 

ThreatCure  

Cyber Threat Advisory    

 AKIRA 
 
Threat Actor Ransomware 
 

https://threatcure.net/


 

 

 

 

 

 

 

 

 

 

 

 Platforms 

Windows & Linux 
 

 

IMPACT 

 

            SEVERITY 

High 

          CATEGORY 

Ransomware 

 

Description 

 AKIRA 

 

  The Howling Scorpius ransomware group, emerging in early 2023, is behind the Akira 

ransomware-as-a-service (RaaS), which has become one of the most active ransomware groups 

globally. Leveraging a double extortion strategy, the group exfiltrates critical data before 

encryption, threatening to leak stolen data if victims refuse to pay. It primarily targets small and 

medium-sized businesses across various industries in North America, Europe, and Australia, 

including education, manufacturing, and government. Howling Scorpius maintains encryptors for 

both Windows and Linux, including variants for ESXi hosts, and continuously enhances its toolset, 

increasing the risk for organizations. 

 

 Howling Scorpius affiliates use methods like exploiting vulnerable VPNs, spear phishing, and 

targeting remote services for initial access. They employ tools like Mimikatz and LaZagne for 

credential theft and adopt advanced evasion tactics, such as creating malicious drivers and 

disabling security tools. The group uses a Tor-based leak site to list victims and share stolen data, 

further pressuring compliance. Victims receive ransom notes with links to negotiation sites and 

unique codes for communication. Akira’s ransomware encryptors are capable of targeted 

encryption and shadow copy deletion, making it a significant threat to businesses worldwide. 
  

 

 

 

 Data Loss 

 High costs for 
ransom, recovery, 
and fines. 

 Business disruptions 
and productivity loss. 



 

 
Kill Chain 

 

Figure 1 Kill Chain  
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 Regularly back up critical data and store it offline. 

 Apply security patches promptly to eliminate vulnerabilities. 

 Strengthen email security and train employees to identify phishing. 

 Enforce least privilege access and implement multi-factor authentication (MFA). 

 Use endpoint protection tools like EDR or XDR to detect ransomware activities. 

 

  Remediation  



         

    Get Started Today 

 

Secure your byte world 

 

For more information about the ThreatCure ShieldOps Platform 

or to schedule a demo, please contact:  

• Website: www.threatcure.net 

• Email: info@threatcure.net 

• Phone: +123-456-7890 
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